Event summary of Session 4a
Roles of Forensic Accountants from a Law Enforcement Perspective 
Presented by Edmond Wong and Nelson Ng, both of ICAC
A. The Corruption Trend in Hong Kong

· Hong Kong is ranked the 12th least corrupt place among 180 countries/ territories (Transparency International, Corruption Perceptions Index 2022).

· Building management accounts for nearly 40% of the total number of 1,482 corruption cases in 2021 in Hong Kong.

B. Roles of Forensic Accountants

· Forensic Accounting Group (FAG) was established by the Independent Commission Against Corruption (ICAC) in 2011.

· Enforcement duty of ICAC
· Receive and consider complaints alleging corrupt practices, and to investigate offences under:
· Prevention of Bribery Ordinance
· ICAC Ordinance
· Elections (Corrupt and Illegal Conduct) Ordinance

· Charter of Forensic Accounting Group
· Provides forensic accounting support, including stages of covert, overt, post-operation and trail. 
· Asset recovery, including tracing, restraining and confiscating. 

C. Cases Involving the Professional Support of Forensic Accountant

· Corruption facilitated corporate fraud, including fraudulent financial reporting, misappropriation of company assets, fraudulent letters of credit (loans).

· Employee corruption and fraud, including employee (agent) defrauding employer (principal), kick-backs (rebates) from suppliers, falsifying documents to obtain allowances/commissions, misappropriation of company assets

· Money laundering

· Unexplained wealth

· Sometimes called ‘illicit gain’, ‘unjust enrichment’, or in possession of ‘unexplained asset’. 
· Refers to the enjoyment of an amount of wealth that is not justified through reference to lawful income. 



· S.10 of Prevention of Bribery Ordinance

· 10(1) Any person who, being or having been the Chief Executive or a Prescribed Officer-

(a) maintains a standard of living above that which is commensurate with his present or past official emoluments; or
(b) is in control of pecuniary resources or property disproportionate to his present or past official emoluments,

shall, unless he gives a satisfactory explanation to the court as to how he was able to maintain such a standard of living or how such pecuniary resources or property came under his control, be guilty of an offence.

· Difference between S.10(1) (a) & (b)
	
10(1)(a) – Standard of living
	10(1)(b) – Control of assets

	· During a charge period
· Investigation focuses on the expenditure over the period
	· At a particular charge date
· Investigation focuses upon the pecuniary resources & property under the accused’s control



· Penalty – Imprisonment and Confiscation of Assets
S.10(1)(b)
· Amount ≤ value of property acquired was NOT satisfactory explained
· Property held by another person (cannot satisfy the court that he had acted in good faith)

· Financial profiling
· Spending pattern
· Income source
· Assets & liabilities
· Source of information

· Investigation re Unexplained Wealth
· Outgoings + Capital accretions – Known sources of funds = Unknown sources of funds


Event summary of Session 4b
Overview of Forensic Accountants’ Proactive Roles
Presented by Kevin Ma and Alex Wong, both of FTI Consulting
A. Introduction 

· What is a Forensic Accountant?
· "Forensic accounting is a science (i.e. a department of systemised knowledge) dealing with the applications of accounting facts gathered through auditing methods and procedure to resolve legal problems."
· Forensic accountants use a combination of accountancy and detective skills to examine a wide range of fraudulent activities. 
· We help lawyers, financial institutions, insurance companies and other clients to resolve disputes and assist in fraud investigations. 
· Those investigations could lead to judicial proceedings, which means an opportunity to work closely with law enforcement organisations.

· Why we need a Forensic Accountant
· Modern organised corporate frauds are sophisticated
· Challenges to traditional accountants and auditors
· Finance & Accounting Departments have a heavy workload from daily operations, and they are not well-trained to detect corporate fraud
· Objectives of the ordinary audit of financial statement is the expression of an opinion on the fairness or otherwise in all material matters with respect to financial position, results of operations and cash flow in keeping with generally accepted Accounting Principles. 
· Involvement of multiple disciplines
· Accounting knowledge
· Investigative review
· Consultancy in court/arbitration

· Forensic Accountant’s proactive role
	Fraud Risk Assessment
	Monitoring

	· Perform assessment to evaluate operations and functionality of a business to determine potential weaknesses within systems of internal controls; financial policies; and accounting procedures.
· Seek indications of fraud within specific areas even when no “red flags” exist
· Recommend preventative measures to stop any potential irregularities from occurring in the first place
	· Data analytics
· Artificial intelligences
· Machine learning







· Common fraud risk areas

	Internal fraud

	Any deliberate or dishonest acts committed by an employee for personal monetary gain.


	Financial Statement Fraud
	· Accounting anomalies, such as growing revenues without a corresponding growth in cash flows; and
· A surge in an organisation’s performance in the final reporting period of a year.

	Asset Misappropriation
	· Cashier’s ability to issue refunds without supervision; and
· The existence of some branches / subsidiaries with high adjustments.

	Data and Technology Abuse
	· Access to databases by inappropriate persons; and
· Removal of certain records before the end of the appropriate retention period.



	External Fraud

	The risk of financial or reputational loss as a result of fraudulent acts committed by external parties.


	Disbursement Fraud
	· Mismatched / fabricated receipts used for refund purposes; and
· Same documents used for multiple relief / refund claim

	Fraudulent Account Funding
	· Cheques deposited, with amounts withdrawn before cheque clearance (kiting); and
· Cheques with altered amounts or beneficiary names.

	Impersonation and Account Takeover
	· Request for fund transfers through unlikely sources (e.g. social media); and
· Phishing messages requesting personal information such as passwords.



B. Fraud Risk Management Framework

· Fraud Risk Management Governance Framework includes the following five pillars, depending on companies’ business

	Fraud Risk Management Framework
	· Governance & oversight
· Well-defined roles and responsibilities
· Feedback loop between lines of defence
· Firm-wide policies and procedures


	Fraud Risk Assessment
	· Periodic risk assessment (frequency should be risk-based)
· Identify inherent risk
· Inform effectiveness of controls in place
· Consider both actual and potential incidents


	Ongoing Monitoring
	· Monitor compliance behaviour and detect potential compliance violations on an on-going basis
· Develop data dashboards which consolidate and distil complex data into key risk indicators


	Compliance / Risk Awareness Training & 
Communications
	· Conduct customised face-to-face trainings on organisation’s code of conduct and anti-fraud awareness matters
· Regular communications / messages from senior management to emphasise “tone from the top”


	Whistle-blower Programme
	· Culture of zero tolerance
· Respond to allegations of internal fraud matters



	
· Fraud Risk Management Framework Review

Conducting a fraud risk management framework review will allow an organisation to identify and rectify potential issues in the design and operations of its fraud risk management program.

	Governance Framework Review
	· Review policies and procedures
· Roles and function mapping
· Review meeting minutes and management information reports

	Interviews and Walkthroughs

	· Identification of risks associated with key business processes
· Controls identification & walkthroughs

	Controls Review

	· Controls design
· Operations of controls

	Sample Review and Analysis

	· Review sampled transactions and underlying documents
· Review Investigation Reports and findings

	Relationship Analysis

	· Review background check documents
· Identify relationships 

	System Functionality Testing / Validation
	· Rule coverage gap analysis
· Validation of rule parameters and thresholds 



· Governance Framework

Having a robust overarching governance framework when managing risks associated to fraud is crucial to all organisations as it enables the organisation to manage its risk exposure holistically. It also helps the organisation to establish and maintain a “Tone at the Top” culture within the organisation, and creates a positive impact to internal and external stakeholders.

	Key Elements of a Governance Framework:
· Roles and Responsibilities
· Organization Structure
· Policy and Procedures
· Management Information Reporting
· Other Risk Management Elements
· Senior Management Oversight       


· Examples of Common Observations:
· No formalised mandate to specify a dedicated team/committee in charge of organisation-wide fraud risk;
· Unclear or lack of segregation of duties – in particular, the roles and responsibilities, reporting lines and communication protocol of functions/ departments responsible for fraud risk management are not clearly defined and documented;
· Key fraud risk management-related process control owners, other risk management and business functions are working in solo with no or limited collaboration in fraud risk management; and
· Insufficient audit trail – no specified documents retention policy, and undocumented preparer, reviewer and approver of relevant process documents.

· Fraud Risk Assessment

· An enterprise fraud risk assessment enables an organisation to identify its risk exposures based on its business nature, size and relevant risk factors. As a result, it helps the organisation in formulating, enhancing and implementing fraud-related controls on a risk-based approach.

· Key Elements of a Fraud Risk Assessment

	Methodology and Tools
	Risk assessment approach (e.g. survey) should take into account the organisations’ risk landscape, appetite and is commensurate with its operations and scale.


	Data source and quality
	Relevant information should be
· extracted from multiple sources of data (both internal / external); and 
· utilised to provide the organisation a holistic view of fraud exposure
· Steps should also be taken to ensure quality of data used for the assessment.



	Assessment result
	Assessment results should be: 
· well-supported with justification, reviewed and approved
· used for implementing mitigation measures, where necessary 
· used to inform future risk appetite of the organisation


	Documentation
	Proper documentation of:
· Methodology
· Procedures
· Assumptions
· Justification of assessment results




· Examples of Common Observations
· Fraud risk assessment conducted did not provide a holistic view of the organization’s risk exposures, e.g. it covered only business areas where fraud incidents had occurred but did not assess the fraud risk exposure of other business areas;
· Insufficient rationale/ justification provided to support the fraud risk assessment results; and
· Fraud controls and/or response plan were not being developed in response to the issues identified and recommendations resulting from the fraud risk assessment.

· Key procedures in risk assessment 
	Step 1 – Determine objectives
	· Specify objectives to enable the identification and assessment of risks relating to the objectives

	Step 2 – Identify risks
	· Identify risks against the achievement of objectives
· Consider new risks that may arise due to significant changes in regulations or operations
· Consider the potential for fraud risks

	Step 3 – Evaluate and prioritise risks
	· Develop assessment criteria by considering the impact, likelihood, vulnerability and speed of onset of the risk
· Assess risk with qualitative and quantitative techniques
· Prioritise the risks for response and report to different stakeholders



· Key Objective

· Fraud Risk Assessment is the basis of fraud risk management as it informs an organisation the type and level of risks it is exposed to. Regular performance of such assessment is particularly important for organisations which operate in different business segments/ territories, as risk assessment enables an organisation to deepen its understanding of its risk exposure in different business segments/ territories.

· Key information to be obtained in a Fraud Risk Assessment includes: 

· Identify inherent risks and latest market fraud risk exposures
· Assess the likelihood and significance of the inherent risks identified
· Determine whether controls are sufficient
· Determine what the residual risks are

· Assessment results should be used to:

· Determine level of compliance testing required and facilitate planning of stress-testing on high risk areas;
· Determine whether additional controls need to be implemented;
· Determine level and types of ongoing monitoring required to monitor residual risks, and to track and to oversee the implementation of controls; and
· Feed back findings and recommendations to relevant business units.

· Fraud Risk Assessment Methodology

Fraud Risk Assessment can be mainly divided into three steps as below.

	Planning and preparation
	1) Past incident analysis
· Review prior investigation cases (including those identified by peer organisations) and identify any common fraud schemes and trends.
2) Fraud risk questionnaire
· Obtain understanding on the overall fraud risks for discussions in the deep dive sessions
3) Identify responsible process owners
· Include relevant employees across different departments and grades.
4) Kick off meeting
· The purpose is to let the fraud risk management function understand the business processes before the deep dive sessions, and to get buy-in from different relevant parties.

	Deep dive sessions
	1) Identify the key inherent fraud risk by analysing past fraud incidents and fraud risk questionnaires, interviewing a few key representatives, and assess both the impact and significance of the risk.

2) Map existing controls to key inherent fraud risks and evaluate the effectiveness of the control from both design perspective and operational perspective (stress testing).

3) Identify residual fraud risks, consider whether residual risk is within the risk appetite and whether additional controls are required.


	Final presentation of results
	1) Document the risk assessment results, for example, by a heat map. Heat map is a useful tool to visualise the level of residual risks faced by an organisation, where an organisation’s vulnerability to different fraud schemes is determined by plotting their likelihood and significance on the heat map




· Stress Testing – Key Objective

· The key objective of performing stress testing is to assess the operational effectiveness of the internal control framework.

· Stress-testing the current fraud prevention and detection internal controls enables a better understanding of their adequacy and effectiveness in day-to-day operations. Using a series of threat scenarios, an organisation can identify how fraud events impact its businesses and whether or not the control framework has been transposed into operations of the respective lines of businesses and support functions as designed.

· Develop major fraud threat scenarios, and identify controls that can alleviate these situations
· Review controls and identify vulnerabilities
· Assess controls through walkthroughs and interviews
· Conduct vulnerability and impact analysis
· Conduct follow up sessions to confirm control gaps
· Provide recommendations based on weaknesses identified

· Key Learnings and Challenges

· The intention of conducting risk assessments should be clearly communicated by the organisation’s senior management, as effective risk assessments require buy-in from business units

· The organisation’s senior management should reiterate to all staff that risk assessment is a tool for the identification and management of fraud risks faced by the organisation, as opposed to an exercise to check the performance of business in managing these risks

· The level of risk awareness and understanding may differ amongst business units / branches / subsidiaries. Aligning such understanding is important through communications and training for a meaningful and consistent assessment across the entire organisation.

· There shall also be a detailed and clear communication plan outlining how the risk assessment processes and new / enhanced control measures will be implemented across the organization

· Ownership of action items shall be clearly allocated and defined with effective tracking in place

· Periodic reviews shall be conducted to assess the effectiveness of control measures in managing the potential fraud risks faced by the organisation.
 
C. Monitoring

· Data Analytics and Artificial Intelligence

· Fraud analytics involves the use of tools / techniques to analyse large volume of data in order to detect suspicious or anomalous transactions.

· Preventative analytics blocks transactions in real-time, while detective analytics identifies the transactions post-event.  When deciding which implementation should occur, an organisation should consider:
· Fraud risk appetite
· Ability to investigate, enforce, recover later
· Customer experience
(e.g. if you want to have zero fraud transactions, customers may not be happy about the procedures involved.)

· Machine Learning is an area of artificial intelligence (AI) – a set of approaches and tools for computers to “learn” from data, enabling them to address and solve problems.  This process involves training a model using a learning algorithm that progressively improves model performance on a specific task.

Machine learning and applied statistics identify patterns that can be visualised and articulated to stakeholders, counsel and regulators alike.

· Application of Machine Learning

· Clustering

· Helps identify anomalies relevant to an investigation by identifying patterns in data that are otherwise hard to detect.
· Gain broad insights into data and uncover anomalous or problematic groups of transactions quickly and accurately, based on the profile and attributes of a given dataset.
· An example is to detect abnormality in group life insurance claim. 

· Natural Language Processing (NLP)

· NLP involves intelligent analysis of written language, allowing us to convert text-based data into variables that can be used in an analytical model. NLP offers the ability to rapidly extract insights from volumes of plain text.
· Beyond keyword searching and even fuzzy matching, NLP allows sophisticated analysis of text and mixed-content data sources. 
· NLP Topic Analysis uses a set of algorithms and approaches that look at parts of speech and lexicon libraries to identify topics. Topics are more than keywords: They are general categories of meaning. Applications include large-scale public records searches, document classification, multi-language investigations and many others. 
· NLP Classification uses a set of algorithms and approaches to match a word, sentence, paragraph or entire document to a category with a high (85–97%) degree of accuracy.  Applications include classifying customer complaints, employment screening, document review, identifying fraud and others with problems that require language-based insights.

· Data Challenges and Considerations

	
	Key challenges
	Considerations

	Data Volumes
	· Exponential growth in data volumes from an expanding variety of sources
· Collecting, processing, storing and analysing vast amounts of data may be a complex procedure

	Focus on prioritising data that is relevant to monitoring, but also consider the potential for monitoring to expand

	Disparate Data Sources
	· Data relevant to monitoring may exist in different systems, geographies and departments, as well as external to the organisation
· Information silos may hinder monitoring as correlations and potential patterns may not be uncovered

	Rigorous use of data science methods, such as principal component analysis to ensure appropriate data sources are selected

	Available and Accurate Data
	· Data relevant for monitoring, both current and historical, may not be adequately captured and stored
· The quality of the results from any analysis is only as good as the quality of the data and inputs that feed that analysis

	Engage relevant resources when planning data collection, and ensure available data is complete and accurate

	Data Protection and 
Privacy Regulations
	· [bookmark: _GoBack]E.g., Personal Data Protection Act applies to organisations collecting, using or disclosing personal data in Singapore
· Laws in one jurisdiction may not comply with disclosure regulations in other jurisdictions

	Careful use of simulated data and on-premise solutioning

	AI Ethics
	· Singapore has established an “Advisory Council on the Ethical Use of AI 
and Data”
· Ethical concerns that arise from the use of AI and data may impact consumer expectations and acceptance, and adoption by different industries

	Ethical considerations must be taken into account throughout the design, build and implementation of AI
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