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• A person (usually an existing or former employee) may file whistleblower report using the 
following ways: 

 Send an email to senior executives and/or members of the Board of Directors; 

 Call the Ethics Hotline or Email the Ethics Mailbox; and 

 Provide such report to the law enforcement bodies.  

 

• Companies, in particular, listed companies always take whistleblower reports seriously.  

 

• Senior Management and Board of Directors moved to quickly appoint an external law firm, 
and the external law firm recommends a forensic accounting firm to the company.  

 

• The company then engages the forensic accounting firm, to perform an internal 
investigation based upon the instructions given by the company and the external law firm.  

 

Step 1 
Whistleblower Reporting 
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Step 2 
Meet with Whistleblower, Preservation of Evidence and Initial Review of 
Accounting Data 
 

• Company sets up a meeting / conference call with the external law firm and forensic 
accounting firm to provide background information of the matter to them.  
 

• Based upon the initial understanding of the allegations, the forensic accounting firm 
develops a work plan, which will be discussed together with the Company, the external 
law firm and the auditor.  
 

• External law firm and forensic accounting firm attempted in setting up a meeting with 
the whistleblower to further understand the allegations.  
 

• During the meeting, the lawyer and forensic accountant should explain to the 
whistleblower that there will be no retaliation for the whistleblower reporting. 
 

• At the same time when the meeting with the whistleblower is taking place, the forensic 
accounting firm should assist in preserving the electronic records such as email data and 
accounting records for further analysis later on.  
 

• Forensic accounting firm will then process the data for further analysis later on.  
 

• After the meeting with the whistleblower, the forensic accounting firm will further update 
the work plan and obtain the final approval from the Company, the external law firm and 
the auditor prior to executing the work plan.  
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Step 2 
Meet with Whistleblower, Preservation of Evidence and Initial Review of 
Accounting Data 
 

What is computer forensics? 
Computer forensics is a branch of forensic science pertaining to legal evidence 
found in computers and digital storage media. 
 
 

Goal 

To explain the context of data. The explanation can be as 
straightforward as "what information is here?" and as detailed as 

"what is the sequence of events responsible for the present 
situation?” 

 

Identification Preservation Extraction Analysis Presentation 

Computer Forensics Process: 
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State Secrecy and Data Privacy Issues 
 

• China has very strict State Secrecy and Data Privacy laws.  
 
• Companies should consult a qualified lawyer in China before exporting any of the data 

gathered during forensic investigation out of China. 
 

• Examples of data gathered during forensic investigation include: 
 Copies of account vouchers and supporting documents such as expense 

reimbursement forms, tax invoices, etc.  
 Copies of electronic communications between different custodians.  

Step 2 
Meet with Whistleblower, Preservation of Evidence and Initial Review of 
Accounting Data 
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Step 3 
Review of electronic documents 
 

• Based on the information gathered from the whistleblower and during the course of the 
project, the forensic accounting firm and the external law firm would put together a 
keywords list, which will then be shared with the company. 
 

• Once all parties agreed with the keywords list, initial searches will be performed.  
 

• The keywords list will be further refined based on the number of hits from the initial 
search. Usually there are some generic keywords that were used for an investigation, 
and we could further adapt the keywords list based on the background information of 
this matter.  
 

• The external lawyers and forensic accountant will jointly review the electronic 
documents that contain the keywords.  
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Step 4 
Ratio Analysis and transaction testing 
 

Example 1: What Do the Financial Statements Tell 
You 

A 
B 
C 
D 

E 

F 

A  Cash at Bank can be important, not because of a lack of  cash 
but because of high reported cash balances, together with high 
debt. 

B Trade Receivables are important because overstated sales lead 
to overstated receivables, which is probably the most common 
 result of fraud or manipulation.  

C Other Receivables (and if relevant, other current assets) can be 
a dumping ground for bad assets, losses and fraud.  

D Inventories can be overstated as a result of misstated 
purchases (of inventory).  

E  Trade and Other Payables form part of the calculation of a 
 company’s working capital, an important part of warning signs 
testing. 

F  Borrowings (short and long term) are important to analyse in 
conjunction with cash and cashflow 
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Step 4 
Ratio Analysis and transaction testing 
 

Example 1: What Do the Financial Statements Tell 
You 

A 

B 

C 

D 

A  Revenue and its relationship with working capital is 
a critical component of financial warning signs. 

 

B Profit or Net Income and its relationship to cashflow 
also  form an important component of warning signs 
testing.  

 

C Operating Cashflow is harder to misstate given the 
costs of fraud and its relationship to net income is 
important.  

 

D Free Cashflow (operating cashflow minus capex) 
similarly  is relevant in comparison to net income. 
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Step 4 
Ratio Analysis and transaction testing 
 

• Revenue and profit indicate a good looking 
growth story 

 

• 20% of total assets, 50% of acquisition costs  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

• Days Payables had increased from 17 days to 76 
days 

• What is the debt being used to fund? Is it 
productive? 

• Operating cashflow is telling a different story to 
profit 

Selected Line Items 2007 
HK$’000 

2008 
HK$’000 

Turnover 3,040,514 4,177,106 

Profit for the year 304,603 471,601 

Intangible assets 239,289 2,372,889 

Interest in associates 87,300 297,626 

Other financial assets 181,057 415,194 

Trade deposits and other 
receivables 

266,718 699,355 

Trade and other payables 294,789 1,480,513 

Interest-bearing 
borrowings 

988,231 5,360,238 

NET CASH OUTFLOW FROM 
OPERATING ACTIVITIES 

(270,975) (370,633) 

Peace Mark (Holdings) Limited 
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Step 4 
Ratio Analysis and transaction testing 
 

Asset Items 

• Cash 

 Beware of ability for companies to fake cash 
balances 

 Sight original bank statements, attend bank 

 Beware of kiting  

Extract from Deloitte resignation letter 
as auditor of Longtop Financial: 
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Step 4 
Ratio Analysis and transaction testing 
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Asset Items 

• Inventory 

 Consider need for professional valuer/stocktake  

 Details by location, visit major sites 

 Ensure is owned by target 

 

 

• Other Current Assets 

 Classic area for overstatement 

 Beware of high levels of prepayments, other 
current assets etc that are often over-looked and 
can be related party loans/bad assets  

 

 



Step 4 
Ratio Analysis and transaction testing 
 

• Fixed Assets  

 Sight purchase documentation  

 Who acquired from? Related party? 

 Ensure owned by the target  

 Licensing or similar issues  

 Any revaluations? 

Asset Items 
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Liabilities  

• Key risk is understatement and contingent liabilities 

 

• Who are payments being made to? 

 Are they creditors? 

 Are payments greater than balances? 

 Beware of agent arrangements 

 Site checks of key suppliers 

 Sight supporting documents 

 

• Who have guarantees, security and pledges been 
granted to - hard to detect  

 

• Are all companies with creditors/debt consolidated – 
ensure have company level financial statements and 
consolidated financial statements  

  

Step 4 
Ratio Analysis and transaction testing 
 

Note the similar 

format of these 

invoices

Identical wording 

and vague 

description of 

goods

Address  on invoice 

is different to the 

address on the 

company’s website
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Step 4 
Ratio Analysis and transaction testing 
 

Other suspicious features 

Client instructions with identical and potentially 
photocopied signatures 

 

 

Example of 11Potentially unauthorised 
payment instructions containing an identical 
client signatures (across a 15 month 
period). 
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Step 5 
Interviews with employees and end customers 

• Based upon the review of the supporting documents for selected transactions, review 
and analysis of electronic and accounting data, the external law firm and forensic 
accounting firm would come up with a list of employees whom they would like to 
interview to get further understanding about the matter. 
 

• Based upon the results of the initial interviews, additional employees could be selected 
for interview.  
 

• Interview notes would be prepared after each interview jointly by the forensic 
accounting firm and the external law firm.  

 



17 

• Introduction and scope of work 

• Executive summary 

• Background  

• Methodology 

• Findings 

 

• Fact findings, not fraud findings 

 

• Recommendations to client:  

 Actions against certain employee, including 
termination or reporting to law enforcement 
agencies 

 Control gaps identification 

 Remedial actions 

Step 6 
Reporting 


