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Step 1
Whistleblower Reporting

» A person (usually an existing or former employee) may file whistleblower report using the
following ways:

» Send an email to senior executives and/or members of the Board of Directors;
> Call the Ethics Hotline or Email the Ethics Mailbox; and
» Provide such report to the law enforcement bodies.

« Companies, in particular, listed companies always take whistleblower reports seriously.

» Senior Management and Board of Directors moved to quickly appoint an external law firm,
and the external law firm recommends a forensic accounting firm to the company.

» The company then engages the forensic accounting firm, to perform an internal
investigation based upon the instructions given by the company and the external law firm.



Step 2
Meet with Whistleblower, Preservation of Evidence and Initial Review of
Accounting Data

« Company sets up a meeting / conference call with the external law firm and forensic
accounting firm to provide background information of the matter to them.

» Based upon the initial understanding of the allegations, the forensic accounting firm
develops a work plan, which will be discussed together with the Company, the external
law firm and the auditor.

» External law firm and forensic accounting firm attempted in setting up a meeting with
the whistleblower to further understand the allegations.

» During the meeting, the lawyer and forensic accountant should explain to the
whistleblower that there will be no retaliation for the whistleblower reporting.

» At the same time when the meeting with the whistleblower is taking place, the forensic
accounting firm should assist in preserving the electronic records such as email data and
accounting records for further analysis later on.

» Forensic accounting firm will then process the data for further analysis later on.

» After the meeting with the whistleblower, the forensic accounting firm will further update
the work plan and obtain the final approval from the Company, the external law firm and

the auditor prior to executing the work plan. ,



Step 2

Meet with Whistleblower, Preservation of Evidence and Initial Review of
Accounting Data

What is computer forensics?

Computer forensics is a branch of forensic science pertaining to legal evidence
found in computers and digital storage media.

To explain the context of data. The explanation can be as
straightforward as "what information is here?" and as detailed as
"what is the sequence of events responsible for the present
situation?”

Computer Forensics Process:



Step 2
Meet with Whistleblower, Preservation of Evidence and Initial Review of
Accounting Data

State Secrecy and Data Privacy Issues
« China has very strict State Secrecy and Data Privacy laws.

« Companies should consult a qualified lawyer in China before exporting any of the data
gathered during forensic investigation out of China.

« Examples of data gathered during forensic investigation include:
» Copies of account vouchers and supporting documents such as expense
reimbursement forms, tax invoices, etc.
» Copies of electronic communications between different custodians.



Step 3
Review of electronic documents

» Based on the information gathered from the whistleblower and during the course of the
project, the forensic accounting firm and the external law firm would put together a
keywords list, which will then be shared with the company.

» Once all parties agreed with the keywords list, initial searches will be performed.

» The keywords list will be further refined based on the number of hits from the initial
search. Usually there are some generic keywords that were used for an investigation,
and we could further adapt the keywords list based on the background information of
this matter.

» The external lawyers and forensic accountant will jointly review the electronic
documents that contain the keywords.



Step 4
Ratio Analysis and transaction testing

Group
Note 2007 2006
Uss$'000 UsS$'000
ASSETS
1:
Cash and bank balances <} 32121 19 248
B Trade receivables 7 83.486 58,047
L Ciherreceivables 8 9,120 5170
E Inventories 9 16,215 8,203
Total current assets 140,951 90,668
Non-current assets
Investment in subsidiaries 10 - -
Investment in associate 11 797 —
Plant and eguipment 12 8,317 9,137
Intangible asset 13 — 175
Deferred tax assets 17 - 2
Total non-current assets 9,114 9,314
Total assets 150,065 99,982
LIABILITIES AND EQUITY
Current liabilities
[ rade and other payables 14 56,923 41,532 |
Amount due to related party 15 L0/ 1 1,037
[ Short-term borrowings 16 28,276 3,475 |
Income tax payable S,/ il 5,044
Total current liabilities 93,047 51,088
Non-current liabilities
Amount due to related parties 15 3,107 4,148
Deferred tax liabilities 17 358 —
Total non-current liabilities 3.465 4,148

A Cash at Bank can be important, not because of a lack of cash
but because of high reported cash balances, together with high
debt.

B Trade Receivables are important because overstated sales lead

to overstated receivables, which is probably the most common
result of fraud or manipulation.

C Other Receivables (and if relevant, other current assets) can be

a dumping ground for bad assets, losses and fraud.

D Inventories can be overstated as a result of misstated

purchases (of inventory).

E Trade and Other Payables form part of the calculation of a
company’s working capital, an important part of warning signs

testing.

F Borrowings (short and long term) are important to analyse in

conjunction with cash and cashflow



Step 4
Ratio Analysis and transaction testing

Al

Al

Pl

Group
Note 2007 2006
USS'000 USs'000

Revenue 19 296,865 316,362
Cost of sales (277.,061) (294,898)
Gross profit 19,804 21,464
Other income 20 628 322
Selling and distribution expenses 377) (630)
Administrative expenses (7,409) (4,6893)
Finance costs 21 (605) (262)
Share of loss in associate 11 323) -
Profit before tax 11,718 16,001
Income tax 22 (2,852) (3,149)
Profit for the year 23 8,866 12,852
Eamings per share (cents) 24
— basic and diluted 1.50 217
Met cash [used in) from operating actvitiea (5,833 16,273
Cash flows used in investing activities
Procesds from dispossl of plant and equipment 51 564
Purchase of plant and equipment [B6E) (2,438)
Ioyestment In s=sacste 1o =
Met cash used in mvesting actiities {1,637) {1,834)

A Revenue and its relationship with working capital is

I a critical component of financial warning signs.

B Profit or Net Income and its relationship to cashflow
also form an important component of warning signs
testing.

C Operating Cashflow is harder to misstate given the
costs of fraud and its relationship to net income is
important.

D Free Cashflow (operating cashflow minus capex)
similarly is relevant in comparison to net income.



Step 4

Ratio Analysis and transaction testing

Peace Mark (Holdings) Limited

Selected Line Items

Turnover

Profit for the year
Intangible assets
Interestin associates
Other financial assets

Trade deposits and other
receivables

Trade and other payables
Interest-bearing
borrowings

NET CASH OUTFLOW FROM
OPERATING ACTIVITIES

2007
HK$’000

3,040,514

304,603

239,289

87,300

181,057

266,718

294,789

988,231

(270,975)

- Revenue and profit indicate a good looking

I growth story

HK$’000
Inciuded in amounts dus from asanciztes ie an amount of HIGS64T 506,000 (2007: HKE1 45,310,000) advances to sssociztes
which &re unsecured, infereet-bearng at around 2.5% to 7.8%(2007: 6.7%) and i not expected o be resfized within one year
from the balance shest date. The remaining balances with azenciates are unsacured, non-interegt bearing and not repayable
within he next twelve manths.

4,177,106
471,601

2,372,889
n 2007, the Group placed an amount of HK$136,585,000 in the form of long-term deposits fo business assaciates for joint business
development purpoze. The busness development of this project i under progress end the Directors expected that this amount
will be injected into & new joint venure next year, Such deposits are unsscured, interest bearing &t an annual rate of prime rate
plug 1%. The camying value of the long term deposits approximated fo their fair valus.

297,626

415,194

AN

Deposits in aggregate of HKE190,350,000 was placed with business associates for the development of & retail chain network in

699,355 —— Acia. Such deposits are unescured, interest bearing at annusl rate of prime rate plus 1%. The Directors expected that the deposite
wil not be realized within 24 mondhe from fhe belance sheet date.
Trade and other deposits, prepeyments &nd other receivables represent frade and rents! deposits paid, deposits paid for
1,480,513

progerty, plant and equipment &nd includs unsecured, inerest res advances amounted fo HK138 500,000 made to business
BREOCEE,
5,360,238

Days Payables had increased from 17 days to 76

days

- What is the debt being used to fund? Is it
productive?

- Operating cashflow is telling a different story to

profit

(370,633)

/]



Step 4

Ratio Analysis and transaction testing

. Cash

> Beware of ability for companies to fake cash
balances

» Sight original bank statements, attend bank
> Beware of kiting

Extract from Deloitte resignation letter
as auditor of Longtop Financial:

Satyam submitted fake bank documents to the auditing firm, says witness
Tuesday, Nov 9, 2010, 21:33 15T | Place: Hyderabad | Agency: PTI

A bank manager of BNP Panbas said fixed deposit receipts and amounts given in the documents pertaining to his bank were fake.

These audit steps were recently performed and identified a number of very
serious defects including: statements by bank staff that their bank had no
record of certain transactions; confirmation replies previously received were
said to be false; significant differences in deposit balances reported by the
bank staff compared with the amounts identified in previously received
confirmations (and in the books and records of the Group); and significant
bank borrowings reported by bank staff not identified in previously received
confirmations (and not recorded in the books and records of the Group).
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Step 4
Ratio Analysis and transaction testing

Asset Items

- Inventory - Other Current Assets
» Consider need for professional valuer/stocktake » Classic area for overstatement
» Details by location, visit major sites » Beware of high levels of prepayments, other
> Ensure is owned by target current assets etc that are often over-looked and

can be related party loans/bad assets

26. TRADE DEPOSITS AND OTHER RECEIVABLES

Group
2008 2007
HIKS" (00 HES 000
Losnz under ehare incentive scheme (Note a) 154,764 6,018
Trade and other deposite, prepaymentz and other receivables (Mote b) BT 5 250,700
Sale procesds receivable from the dispossl of subeidiaries - 10,000
B0, 365 266,718

(a) Loans under share incentive scheme include advances o employees amounted to HEE3T, 000 (2007 HEE1,278,000) under the
group’s share incentive schemss. Such advances are interest bearing at an annual rate of B% (2007: 8%) and are repayebls by
12 monthly instalmentz. According to the rules of the Scheme, the ehares purchazed under the Schemes will only be releszed
by the Custodisn to the employess and eligible participants after they made their final instalment payment. Details of the Shans
ncentive Schemes are disclosed in Mote 35 to the fnancial staiementa

Trade and ather deposits, prepayments and other receivables reprezent trade and rental depoeitz paid, deposite paid for
property, plant and equipment and include unzacwred, intereat free advances amountad bo HKE198 500,000 made to business

(=) Al deposite and other receivables are neither past due nor conzsidered to be impaired at the balance sheet date.
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Step 4

Ratio Analysis and transaction testing

Fixed Assets

» Sight purchase documentation

» Who acquired from? Related party?
» Ensure owned by the target

» Licensing or similar issues

» Any revaluations?

Olympus: exposure at last

Investors should pause to reflect on Japanese corporate
governance

nvestors all over the world should be looking at reported financials a little

differently. Tuesday'’s admission from Olympus that it fiddled its books to mask
loszes on investments made many years ago is a reminder that corporate accounts,
certified as “true and fair” by auditors, are an accumulation of human judgments.
Whose truth? And whose “fair™

Sino-Forest Engaged in ‘Fraudulant
Scheme, OSC Alleges

By Christopher Donville and Liezel Hill | May 23, 2012 9:35 PM GMT+0800 | 2 Comments & Email & Print

Sino-Forest Corp. cofounder Allen Chan helped run a “complex fraudulent scheme” that
exaggerated the timber producer's assets, secretly benefited from a 2010 acquisition and misled
investigators, Canada’s main financial regulator said.

Sino-Forest didn't have “sufficient proof of ownership of the majority of its standing timber assets,”
the commission said in its 38-page statement.

In one of four “lllustrative” examples of alleged fraudulent actions by Sino-Forest that were outlined
by the commission, the company purported to buy Chinese standing timber in 2007 that it had
already purchased through a subsidiary earlier that year. The so-called “Gengma Fraud #1”
resulted in an overstatement of Sino-Forest’s timber holdings in the years through 2007-2009, the
commission said.
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Step 4
Ratio Analysis and transaction testing

« Key risk is understatement and contingent liabilities

« Who are payments being made to?
> Are they creditors?
» Are payments greater than balances?
> Beware of agent arrangements
> Site checks of key suppliers
» Sight supporting documents

« Who have guarantees, security and pledges been
granted to - hard to detect

« Are all companies with creditors/debt consolidated -
ensure have company level financial statements and
consolidated financial statements

A feotle Asle Pie Lid

Proforma Invoice

Note the similar
format of these
invoices

Identical wording
and vague
description of
goods

Address oh invoice
is-thifferent to the
address on the

=T company’s website
vl e e
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Step 4
Ratio Analysis and transaction testing

Other suspicious features

Client instructions with identical and potentially
photocopied signatures

.
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Step 5
Interviews with employees and end customers

» Based upon the review of the supporting documents for selected transactions, review
and analysis of electronic and accounting data, the external law firm and forensic
accounting firm would come up with a list of employees whom they would like to
interview to get further understanding about the matter.

« Based upon the results of the initial interviews, additional employees could be selected
for interview.

« Interview notes would be prepared after each interview jointly by the forensic
accounting firm and the external law firm.
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Step 6
Reporting

Introduction and scope of work
Executive summary
Background

Methodology

Findings

Fact findings, not fraud findings

Recommendations to client:

» Actions against certain employee, including
termination or reporting to law enforcement
agencies

» Control gaps identification

» Remedial actions



